
From the Honorary Secretary

Traditionally, patient confidentiality and 
data privacy form the cornerstones of 
medical ethics. While it is not uncommon 
that established rules and regulations 
are set aside during public health 
emergencies, it is recognised that without 
the assurance of confidentiality, most 
patients would be unwilling to share their 
health information. Such information, 
however, is vital to curbing the spread 
of infectious diseases like COVID-19. This 
article explores some of the professional, 
ethical and medico-legal issues that 
have arisen as a result of the COVID-
19 pandemic, along with how much 
clinical information should be collected 
for public health purposes without 
threatening patient confidentiality, and 
how to ensure fairness in the distribution 
of medical resources in overloaded 
healthcare systems. 

Patient confidentiality and 
data privacy
A doctor’s duty to respect patient 
confidentiality has its medical ethics 

origins in the Hippocratic oath1 and 
also receives unqualified protection 
in the Declaration of Geneva.2 In 
Singapore, the doctor’s duty to maintain 
confidentiality is governed by common 
law,3 statute4 and also by the Singapore 
Medical Council Ethical Code and 
Ethical Guidelines.5 The legal duty 
of confidentiality is not absolute; in 
exceptional situations like a court order 
or where public interest in disclosure 
outweighs the public interest in 
respecting confidentiality, a healthcare 
professional is allowed to deviate from 
this duty. The COVID-19 pandemic is 
certainly an exception to the doctrine 
of patient confidentiality, but are some 
governments’ actions too extreme, 
resulting in an irreversible breakdown 
in trust?

For example, in the US6 and Europe,7 
warnings were issued to ensure that 
monitoring applications or contact 
tracing activities do not breach patient 
privacy laws. In Nigeria,8 details of 
individuals with positive COVID-19 
tests were publicly announced by the 
government, and some patients heard 
about their positive test results from 
social media rather than directly from 
the government. In Indonesia,9 the 
first cases of COVID-19 were released 
directly to the news media, bypassing 
the patients themselves who found 
out through the news, subjecting 
them to unnecessary harassment 
and discrimination. In India,10 the 
government published contact details 
of close to 20,000 people as part of a 
surveillance measure. 

Herein lies the conundrum: how 
aggressively should governments 
attempt to contain the pandemic at the 
expense of patient confidentiality, data 
privacy and the potential discrimination 
it could cause? In Singapore, when the 
national contact tracing programme 
TraceTogether (TT) was first announced, 
Minister for Foreign Affairs Dr Vivian 
Balakrishnan, who oversaw the Smart 
Nation drive, assured Singaporeans 
that TT data would be used “purely for 
contact tracing, period”.11 However, the 
Singapore Government subsequently 
backtracked and admitted that the 
data was still subjected to Section 20 
of the Criminal Procedure Code which 
gave the police the power to access 
the data. To mitigate the backlash in 
loss of public trust, the Government 
subsequently passed a new law to 
ensure the data is only used for “serious 
crimes”. This is in contrast to the 
approach taken in Australia where their 
government has outright refused police 
requests for contact tracing data.12 The 
new law was introduced on a Certificate 
of Urgency, which means that the 
proposed law was urgent enough to be 
put through all three readings in one 
parliamentary sitting, instead of over 
separate sessions.13

Utilitarianism 

Utilitarianism seeks to achieve the 
“greatest amount of benefits obtained 
for the greatest number of people in 
the society”and it has been described 
as an ethical approach that is “society-
centred.”14 Under the utilitarianism 
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consequentialist approach,15 the 
outcomes of the loss of confidentiality 
and privacy will be weighed against 
the effects of controlling the spread of 
the pandemic.15 The consequentialist 
argument for respecting patient 
confidentiality is that good medical 
care depends upon patients being 
honest with their doctor. Without an 
assurance of confidence, patients 
might withhold information that 
is necessary to diagnose and treat 
them properly.16 In healthcare, 
utilitarianism focuses on utility, and 
places a premium value on life17 and 
the conditions needed to support 
it.18 Since the COVID-19 pandemic 
consequences are deadly, there is 
greater utility in curbing the infection 
spread than protecting confidentiality 
and private data. This argument thus 
supports aggressive government 
intervention and the taking of 
draconian measures.

The basic reproduction number R0 
is an indication of the transmissibility 
of a virus and a central concept in 
infectious disease epidemiology. For 
R0 > 1, the number infected is likely to 
increase, and for R0 < 1, transmission 
is likely to peter out. Studies have 
shown that the R0 of COVID-19 is as 
high as 6,19 putting it on the same 
scale as smallpox.20 Comparing the 
small number of patients that will be 
detrimentally affected by the loss of 
confidentiality and privacy against 
the vast number of potential persons 
that can be infected if the pandemic 
goes unchecked, the balance will 
probably tilt in favour of the latter 
based on the utility argument. Privacy 
derives value in enabling other social 
goods;21 therefore, as long as there 
are safeguards in place to ensure 
that the private data is not misused, 
the utilitarian argument for more 
aggressive data collection policies 
in terms of tracking to contain the 
pandemic can be justified.

Egalitarianism 

The premise of egalitarianism is that “all 
persons are equal and deserve equal 
opportunities”, and the importance of 
egalitarianism principles in the arena 
of population health was explicitly 
highlighted in a bulletin of the World 
Health Organization.22 Egalitarianism 
positions healthcare as an ethically 
superior social good that should be 
pursued at the cost of other social 

goods,23 and this is because good 
health allows normal functioning that 
provides people with a fundamental 
equal opportunity in life.24 Following 
this line of reasoning, a breach of patient 
confidentiality and privacy is allowed if it 
leads to increased efficacy in curbing the 
pandemic and an overall improvement 
in health for everyone else.

Medical resource distribution
The global shortage of medical personal 
protective equipment like face masks25 
and ventilators26 were two major 
issues that emerged early during the 
pandemic. Governments around the 
world scrambled to supply enough 
face masks for healthcare workers and 
some issued controversial advice to 
their citizens like “do not wear a mask if 
you are well”,27 to dampen the hoarding 
and demand of face masks. This led 
some doctors to issue advice that 
directly contradicted the government’s 
official position.28 In some countries, 
doctors had to decide which patients 
to save due to a lack of ventilators,29 
and some healthcare authorities even 
imposed directives to refuse treatment 
to anyone above a certain age to 
conserve the precious resources for 
younger patients.30 These decisions 
pose many ethical questions which will 
be discussed below.

Utilitarianism 

When we apply utilitarianism to the 
choice between conserving medical 
supplies for healthcare workers or 
distributing limited medical supplies to 
pacify the public, the issue is whether 
prioritising healthcare workers so that 
they can fight against the pandemic 
generates more utility than distributing 
face masks to the general public to 
reduce community spread. Similarly, the 
choice between conserving ventilators for 
younger patients and assigning them on 
a first-come, first-served basis regardless 
of patient age will depend on whether 
the overall life expectancy as a nation 
will increase or decrease based on that 
decision. The Italian Health Ministry stated 
that its aim was to maximise the benefit 
for the largest number of people, and the 
guidance given to doctors was to favour 
“greatest life expectancy” when deciding 
which patient should be admitted to 
the intensive care unit,31 thus adopting 
a utilitarian approach.15 Although one 
can argue that such a directive is unfair 
towards elderly patients, the decision 

is sound from a utilitarian perspective 
because utilitarianism simply makes an 
overall calculation of utility in terms of 
life expectancy and does not give each 
unique life any special consideration.32

Egalitarianism

Contrasting with the utilitarian view above 
which treats every individual as equal 
when calculating life expectancy, Rawls’ 
theory of distributive justice espouses 
applying “distributive principles that are 
appropriately sensitive to considerations of 
responsibility and luck”33 and argues that 
resources should not simply be equally 
distributed as every individual is unique. 
One of his key assertions is that “no one 
should be advantaged or disadvantaged 
by natural fortune or social circumstance.”34 
Norma Daniels classified healthcare as a 
primary social good, without which an 
individual would be subject to further 
inequalities in life.24 Therefore, she argued 
that healthcare resources must have a 
distributive justice element and not be 
simply subject to a utilitarian analysis, 
and hence redistribution of healthcare 
resources should be prioritised to the most 
disadvantaged groups instead. However, in 
reality, the healthcare system is unevenly 
distributed,35 and the trend is common 
whether it is a country as big as the US35 
or a small city state like Singapore.36

Deontology

In deontology, acts are morally correct 
as long as they conform to a principle 
of rights and duties.34 Deontology is 
not concerned with the outcome and 
consequences of actions. Immanuel Kant 
argues that motive is the key to assessing 
morality. He believes that our acts are 
governed by our will, whose purity will 
determine how ethical an act is.34 He 
concludes that the only proper way to 
determine what moral constitutes is to 
have a process where we can establish 
the rule in advance such that our 
subsequent judgements do not depend 
on probabilities or chance.34 The key issue 
is therefore whether the act of saving 
lives regardless fulfils the categorical 
imperative formulations of universality 
and humanity. It is submitted that in 
accordance with Kant’s formulations, 
the best approach when it comes to 
allocating limited healthcare resources 
should be a first-come, first-served basis 
since it can hardly be argued as moral if a 
healthcare professional refuses to save a 
life. Deontology is thus at odds with both 
utilitarianism and egalitarianism.
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Conclusion
The COVID-19 pandemic is 
unprecedented both in terms of scale 
and measures taken by governments 
to curb the spread of the disease. With 
regard to patient confidentiality and data 
privacy, it is submitted that the balance 
is tipped in favour of sacrificing patient 
confidentiality and data privacy for the 
benefit of controlling the pandemic. The 
support for this argument can be seen 
from the fact that the Singapore Minister 
for Health invoked powers conferred 
under the Infectious Diseases Act,37 
issuing regulations which essentially 
made it an offence for anyone who fails 
to inform employers and schools that an 
individual was subjected to movement 
control measures.38 However, having said 
that, the importance of privacy laws goes 
beyond pandemics; once the pandemic 
has resolved, lessons need to be learnt 
from the infringement of privacy laws 

and their many consequences. Ironically, 
it appears that the guardianship of data 
privacy is now in the hands of technology 
giants like Apple who are fulfilling the role 
of what regulators traditionally do. For 
instance, several countries which initially 
pursued the development of centralised 
contact tracing apps39 (which consolidate 
data on central servers) have decided 
subsequently to adopt the decentralised 
architecture offered by Apple and Google 
(using Exposure Notifications that 
stores data on the user’s phone only), 
because Apple’s iOS suspends Bluetooth 
scanning when centralised contact 
tracing applications are running in the 
background and Apple refuses to rectify 
the issue citing privacy concerns.40

Regarding the distribution of medical 
resources, the application of the three 
ethical frameworks did not lead to a 
unanimous conclusion. The utilitarian 
and egalitarian theories favour resource 
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