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The Duty to maintain Professional Confidence

1. The doctor's duty to maintain professional cdefice is sacrosanct. This duty is

enshrined in both Ethics and the Law.

2. In ethics, we find in the modern version of thigpocratic Oath introduced by the

World Medical Association as the Declaration of &enthe following statement:

“I will respect the secrets which are confided ire,neven after the

patient has died.”

We find that in the SMC Physician’s Pledge the dextlon that:-

“I will respect the secrets which are confidedme.”

The SMC Ethical Code states in no uncertain tehast t

“The unauthorised disclosure of information obtadnieom patients in
confidence or in the course of attending to a pdtis an offence.
Patients are entitled to expect that informatioroabthemselves or
others which a practitioner learns in his professb capacity, will

remain confidential”* [Emphasis added]

3. In law, the doctor's duty to maintain confidenee no different from other
circumstances in which a duty to maintain conficdeaxists. The general principle of

law may be stated as follows:

Paragraph 26.



“... [A] duty of confidence arises when confidehii@ormation comes
to the knowledge of a person (the confidant) icwinstances where he
has notice, or is held to have agreed, that theormhtion is
confidential, with the effect that it would be just all the

circumstances that he should be precluded from laistw the

information to others.”?

4, In law, it is recognised that there are thresting principles to this duty:

(2) The duty will not arise if the information hantered the “public

domain”.

(2) The duty does not apply to useless informatiotrivia.

3) The duty may be negated by consent or the putitrest.

5. The obligation of confidence extends to all gatis, whether they are children, elderly
or mentally disabled, although in such cases, aepmion may apply (see below). The

obligation of confidence remains even when thegpatiies.

Public Domain Limitation

6. Broadly speaking, the first limitation meansttifathe information in question is
known to the public at large, the law of confidahty cannot apply to it. Of course
there may be more complex situations where thenmétion is known to some but
not all. In this regard, information may be saidbe in the public domain which,

although not in fact known to the public at largeaccessible by means not involving

2 Lord Goff in theSpycatcher Case [1990] 1 AC 109 at 281.



the use of information imparted on a confidentiasib. The degree of confidentiality

is obviously an important factor.

Trivial or Useless Information

7. The second limitation simply put is that confitiality does not attach to useless
information.  Therefore if a matter is not such tthhe preservation of its
confidentiality would be thought by a person ofinesty honesty and intelligence to
be of any substantial concern to the confides unlikely that a court will attach to it

any duty of confidence.

8. One does not expect the above two limitationgpply in the case of a genuine
doctor-patient relationship. Information givendyatient to a doctor for the purpose
of medical treatment will not be known to the paldk large nor will it be trivial or

useless.

Consent and other legal Limitations

9. However, as we all know, there are situatioas tine duty of confidence is negated by

the public interest and these situations are dftemalised by law. These situations

include:

Q) Where the patient gives consent.

(2) Where information is shared with other doctong;ses or health professionals

participating in caring for the patient.



10.

3)

(4)

(5)

(6)

(7)

(8)

(9)

Where, on medical grounds, it is undesirables@ek the patient’s consent,
information may be given in confidence to the patge family member or

close relative.

Where, in the doctor’s opinion, disclosure wiormation to some third party
other than a family member or close relative wdugdin the best interests of
the patient. However, the doctor must make eviéoytdo obtain the patient’s

consent and only in exceptional circumstances nhay doctor proceed to

disclose information without consent.

Where it is in the public interest to disclostowever, this is very rare and

exceptional.

Where, it is necessary for the doctor to protc defend himself, eg. in

disciplinary proceedings.

Where a statute requires disclosure.

Where it is ordered by the court.

Where necessary for the purposes of approveticalagesearch.

Situation 1, a case of express consent, istniotly an exception to the obligation of

confidence. Situation 2 can be considered a da$eplied consent” as the patient is

deemed to have consented to the disclosure ofnnrddon to the healthcare team



11.

12.

13.

participating in his treatment in order that they able to properly treat him. There is

usually no difficulty with these two exceptions.

Situations 7 and 8 are also usually clear{€at.statute imposes a duty on the doctor
to disclose confidential information, eg. in casésnfectious diseases, the doctor is
obliged to do so, or he may face penal consequefiaslarly, if a court orders the
doctor to disclose certain information, he musb @smply with the court order or he

may be held to be in contempt of court.

Some difficulty arises in situations 3, 4 andStuations 3 and 4 deal with disclosure
in the interest of the patient. Situation 5 deamih disclosure in the public interest.
The difficulty arises in balancing the “interesti disclosure against the doctor’s

obligation of confidence.

For the purpose of this lecture, | will higlligsome of these exceptions for

discussion.

Where Disclosure is in the Patient’s Best Interest

14.

Disclosure to a family member or close relaiwveallowed, and in fact natural, in
cases where the patient is incapable of makingrméd decisions about his own
treatment. Examples of such cases are:-

a. Where the patient is unconscious, eg. in a coma

b. Where the patient is too ill or cannot commutgca



15.

16.

17.

C. Where the patient is a young child, eg. babmestaddlers

d. Where the patient is an incompetent adult, grateent with mental illness, or

a patient suffering from senility

The rationale for disclosure in these casethas the patient is presumed to have
consented to the disclosure to his family or closlative so that they can make

informed decisions about his treatment in his bestest.

Disclosure to a family member or close relaivalso justifiable in cases where it
would be undesirable, on medical grounds, to dssciaformation about the patient’s
health to him directly, eg. where the patient isaimulnerable state of mental health
such that disclosure to him about his health mayhpu or others at risk. In such a
case, it is appropriate for the doctor to discliodermation about the patient’s health

to his family member or close relative.

What about the situation of a child who does$ alblow the doctor to disclose
confidential information to the parents or guardempecially in relation to choice of
treatment? The doctor stands in a confidentiahti@iship to every patient of
whatever age including a baby. The issue is orieeofights of the parents versus the

rights of the child, and it has been resolved leyaburt in one cadas follows:

a. Parental rights exist only for the benefit a¢ thild and these rights diminish

gradually as the child acquires the ability to mdkeisions for himself.

Gillick v. West Norfolk Area Health Authorit¥986] AC 112.



b. The pace of development will vary from childctald.

C. The parental right to decide on the choice eatment will terminate if and
when the child has sufficient understanding andlligence to enable him or

her to understand fully what is involved.

d. The doctor’s duty is to act in accordance withatvhe believes to be the
patient’s best interest. That duty involves swiingf himself whether the
patient has a sufficiently mature understandinbawe the capacity to consent
to the treatment in question. In assessing whethe patient has such
capacity and what is in his or her best interdsis,doctor must exercise his

professional judgement.

e. If the doctor is satisfied that the patient ba#icient responsibility to make
his or her own judgement, the doctor should respia patients’'s
confidentiality and should accordingly not disclasBrmation to the parents

against the patient’s wistes
18. Special considerations may also arise if thegatdias reason to believe that the parent
was abusing the child, or neglecting the childthat disclosure to the parent would
for some reason be harmful to the child.

Where Disclosure is in the Public Interest

19. Disclosure of a patient’'s medical informatiomyrbe desirable and appropriate in

certain circumstances when it is in the publicnesé This arises where the doctor has

4 Except where the patient is under a disabilitinaa coma.



20.

reason to believe that the patient’'s medical caoputs others at risk and disclosure

is necessary to protect the public from risk oinmar injury. Examples of such cases

are:-

Where a crime has been committed, eg. a doctatsta patient who had
aborted her baby illegally, or a doctor has redasobelieve that a patient he

treats for a bullet wound is a bank robber whojhssbeen shot.

Where the patient is likely to commit a crimg, & patient with mental iliness,

a patient with a history of violence or abuse.

Where the patient has or is a carrier of anciidas disease or HIV (this has

been legislated to a large extent in Singapore).

Where the patient has an illness which may aféectain bodily or motor
functions, eg. an epileptic patient who is a bugedy an alcoholic patient who

is a surgeon.

It should be noted that in cases involving tohenmission or the risk of
commission of a crime, the doctor is not under & da law to disclose
confidential information about the patient's healtfThe doctor cannot be
penalised for abiding by his obligation of confidento his patient if he

chooses not to disclose.

The circumstances stated above are not absdluedoctor must always balance the

public interest against his duty to maintain coefitlality. It is only in cases where



the public interest is overwhelming that he canabhehis duty of confidence and

disclose confidential information about the patient

21. Even when the circumstances justify disclosofreconfidential information, the
disclosure can only be made to certain limitedsdasof persons. Disclosure can only
be made to the appropriate authority and not tgthmic at large.

Precedents

22.  There have been no cases in Singapore deaiihghe issue of breach of a doctor’s

duty of confidentiality to his patient. We havesttbfore looked at the English and

Commonwealth cases which are applicable in Singalaov.

a. InX v Y®, the names of two doctors being treated for HI\fenienproperly
disclosed to a newspaper. The health authoritglsioan injunction to restrain
the newspaper from publication of this informatidrhe court granted the
injunction to restrain the publication as it wastleé view that to allow the
publication in such an unrestricted form would makmockery of the law’s

protection of confidentiality when there was ndifysg public interest.

b. InW v Edgell °, a prisoner was detained in a secure hospitalowithimit of
time as a potential threat to public safety afeeishot and killed 5 people and
wounded 2 others. Ten years after, he sought awesf his case for transfer

to a regional secure unit. His legal representatibtained a report from an

(1988) 2 All ER 648.

(1990) 1 All ER 835, Court of Appeal.



independent psychiatrist which was unfavourablethe prisoner and the
application for transfer was aborted. The psyclsiitvas afraid that his report
would not be made known and that the prison auiberiwould make a
decision without adequate information and hencesealanger to the public.
He disclosed a copy of his report to the medicadator of the hospital and the

Home Office. The court held that his disclosures ysstified.

In Duncan v Medical Practitioners’ Disciplinary Committee ’, a bus-driver
underwent triple coronary by-pass surgery and whasexqjuently certified fit to
drive a bus. However, his general practitioneedske relevant authorities to
withdraw his licence and furthermore warned hisspagers of their supposed
danger. The doctor was found guilty of professionsconduct. On judicial
review, the court upheld the finding of guilt. Tleurt emphasised that
confidential information can only be disclosed wteptional circumstances,
and only when the public interest is paramounte ¢burt also emphasised the
need of the doctor to discriminate and ensure that recipient of the

information is a responsible authority.

The American courts have gone further and inghcme onerous duty on
doctors to warn the public where it is reasonabldoresee danger to the
public. InTarasoff v Regents of the University of Californi&, a man who
kiled a girl had, 2 months earlier, told a psydyit employed at the
university of his intention to kill the girl. Theniversity informed the police.
The police briefly detained the man, but released &fter finding that he

appeared to be rational. The parents of the ginight an action against the

(1986) 1 NZLR 513, NZ High Court.

(1976) Sup. 131 Cal Rptr 14, California Supremer€o



23.

university for failing to warn the girl of the dagg or to take other steps
which were reasonably necessary in the circumssanddie American court
held that the parents had a cause of action agtiesuniversity for their

negligent failure to protect the girl.

It is therefore clear that confidential medig#brmation can only be disclosed in
cases of overwhelming public interest and only telavant and responsible authority.
Even in cases where disclosure has been allowedcdlirts have reiterated the
sanctity of the duty of confidentiality and the egtional circumstances where a

breach is justified.

Compulsion by Court Order

24,

25.

Where a court order requires disclosure ofidential information obtained from the
doctor-patient relationship, the doctor must comypiyh it or he may be held in

contempt of court.

Similarly, where a doctor is a witness in coprbceedings, he must disclose
confidential information if required to do so. Tles no privilege from disclosure of
such confidential information for medical advisasmpared to the legal professional

privilege which exists for legal advisors.

Self Protection

26.

If a patient sues a doctor or makes a compl@intthe purposes of disciplinary

proceedings, the doctor may, depending on the eaifithe case, need to disclose



27.

confidential information about a patient to proteist own position. He is allowed to

do so to defend himsélf

Additionally, where a complaint is made by &igrd about his doctor, the patient may
be presumed to have waived confidentiality to tkiert necessary for the doctor to

defend himself.

Management and Record Keeping

28.

29.

Doctors and hospitals have to maintain recor@lee storing of information would

invariably involve other people and this will meactual or potential loss of secrecy.
In addition, information may be stored also for mgement purposes, e.g. the
accounting department of a hospital will in the rseuof preparing a bill, see the

record of the treatment administered to the patient

It may be said that the patient would have ieay consented to this practice in order
for the doctor to manage his practice efficiently the patient’'s benefit. However,
the doctor retains prime responsibility for thetpotion of information and he must
take steps to ensure, as far as lies in his coritrat the records kept by him are
protected by an effective security system with a@ée procedures to prevent

improper disclosures.

Statutory Exceptions

30.

The statutory exceptions to the duty of confiddity have arisen mostly due to the

unequivocal overwhelming public interest in theseaa. These statutory exceptions

As in the case dduncan v Medical Practitioners’ Disciplinary Commei see above.



allow disclosure by medical practitioners, and somes also extend to other
healthcare personnel and government officers. Vgalight some of the statutory

exceptions below:-

(A) Infectious Diseases Act (Cap.137).

a. Section 6(1) provides that “Every medical ptawter who has reason
to believe or suspect that any person attendedeated by him is
suffering from an infectious disease or is a cawrethat disease shall

forthwith give notice in the prescribed form to theector.”

b. If he fails to notify or furnishes false infortian, he shall be guilty of

an offence. [Section 6(5)].

C. The persons to be notified and the time and mraohnotification are
set out in the Infectious Diseases (Notificationrdectious Diseases)

Regulations 2001.

d. Section 25(6) of the said Act provides that “Adital practitioner may
disclose information relating to any person whom reasonably
believes to be infected with AIDS or HIV Infectiotg the spouse,
former spouse or other contact of the infected gersr to a Health
Officer for the purpose of making the disclosurdghe spouse, former

spouse or other contact.”

e. 3 pre-requisites:-



1) He reasonably believes that it is medically appate and there
is a significant risk of infection to the spousa;nier spouse or

other contact;

2) He has counselled the infected person regarttiagneed to
inform to the spouse, former spouse or other contawd he

reasonably believes that the infected person willdo so; and

3) He has informed the infected person of hisninte make such

disclosure.

Section 25(1) of the said Act provides that “Apgrson who, in the
performance of his functions or duties, is awarehas reasonable
grounds for believing that another person has A@$IV Infection
or is suffering from a sexually transmitted diseasés a carrier or that
disease shall not disclose any information whichy noentify that

person” except in certain prescribed situations.

(B) Factories (Medical Examinations) Regulations (@p.104, Section 69)

a.

Regulation 4 provides that “No person shall topleyed in hazardous
occupations unless he has been medically examipeal designated
factory doctor and certified fit to work in thosecopations.” The
examinations required will depend on the types @zandous

substances to which the person will be exposed.



(©)

(D)

b. Regulation 5 provides that “Every person empdoye hazardous

occupations shall be periodically examined by aigieded factory

doctor.”

C. Regulation 8 provides that: “The results of tiedical examination of

such persons shall be reported by the designattdryadoctor to the
employer of such persons. The employer shall wheguired make
available to the Chief Inspector the medical repdotr a period of 5

years from the date of any medical examination.”

Immigration Act (Cap.133)

Section 29 provides that “An immigration officer yn@quire any person who
wishes to enter Singapore to submit to a medicaméxation by a
Government medical officer* and "The Government iweddofficer shall

submit a copy of the results of the medical exationao the Controller.”

Termination of Pregnancy Regulations (Cap.324)

Regulation 12(1) provides that “Facts and inforratielating to treatment to
terminate a pregnancy may be disclosed by any pevbo participates in any
treatment to terminate a pregnancy or any persam igltoncerned with the
keeping of medical records in connection with tmmeatt to terminate a

pregnancy" in certain prescribed situations.

These ‘situations’ include the investigation ofesftes under this Act or any

law relating to abortion by police officers, theopecution of offences under



this Act or any law relating to abortion by the étiey-General’'s Chambers,

for purposes of pending criminal proceedings orabfihe research.

(E) Private Hospitals and Medical Clinics Act (Cap248)

Section 13 provides that “The Director and autleatisofficer shall not

disclose any information contained in any mediealrd, or which relates to
the condition, treatment of diagnosis of any peraoriess the disclosure is
made for the purpose of enforcing this Act, theedtibus Diseases Act or the

Termination of Pregnancy Act, or for disciplinanppeedings.”

(F)  Enlistment Act (Cap.93)

Section 8 provides that a Medical Board is to beoaged for the purpose of
determining the medical fitness of national senviea and operationally ready

national servicemen who are required to reporafiimess examination.

In Regulation 10 of th&nlistment Regulations (Cap.93, Section 33), it is
provided that any medical information obtained uicls examination shall not
be disclosed to any unauthorised person, excepttitiga Chairman of the
Medical Board may disclose the information to aogtdr acting on behalf of

the examinee, and any other authorised person.

The last few statutes relate to exceptions apgkcabpersons in institutions:

(G) Prisons Regulations (Cap.247, Section 65)



a. Regulation 60 provides that “The medical offiskall examine every

prisoner after admission and make entries intogdRe.”

b. Regulation 61 provides that “The medical offistrall keep careful
observation on the mental and physical conditiopr&foners awaiting

trial on capital charges", and "submit a reporthi® Public Prosecutor

stating whether he has observed any signs of itysani

C. Regulation 64 provides that “The medical offiehall report to the
Superintendent any prisoner whose mind appeare,toris likely to

be injuriously affected.”

d. Regulation 66(2) provides that “The medical adfishall report to the
Superintendent where he is of the opinion thatlifeeof any prisoner
will be endangered by his continuance in prisorthat any sick person
will not survive his sentence, or is totally andrmpanently unfit for

prison discipline.”

(H)  Mental Disorders and Treatment Act (Cap.178)

a. Section 34 provides that “A doctor who has urdsrcare a person
believed to be of unsound mind or to require psitit treatment,

may send the person to a medical officer at a rhdmapital for

treatment.”

b. Section 35 provides that “A medical officer atantal hospital who

has examined a person suffering from mental disoatel is of the



opinion that he should be treated as an inpatietiteamental hospital,
may sign an order for admission of that person itite mental
hospital”, in which case the person may be detafoedn initial 72

hours.

() Misuse of Drugs Act (Cap.185)

a. Section 34 provides that “The Director may ordey person who is
reasonably suspected to be a drug addict to becalbdexamined by a
doctor. If, as a result of such medical examimatio urine test, it is
necessary for the person to be subject to supernvis rehabilitation,
the Director may make such the necessary ordersufmervision or for

treatment or rehabilitation.”

b. Regulation 4 of theMisuse of Drugs (Approved Institutions and
Treatment and Rehabilitation) Regulations (Cap.185Section 44)
provides that “Every inmate shall be examined bmedical officer

upon admission.”

C. Regulation 8 provides that “Any inmate may bgureed to undergo a
medical examination for purpose of ascertaining thwie he is
suffering from, or is a carrier of any infectioussehse" and "The
medical officer shall give a report to the Supentent if the inmate

has been so ascertained.”

Consequences of a breach of confidence



31. A medical practitioner who breaches his obigyabf confidence without just cause
may face civil proceedings from the patient, andsaly disciplinary proceedings as

well.

32.  As the obligation of confidence is owed to gatient, only the patient can bring an

action for breach of confidence against the docildre possible remedies may be:-

a. An injunction to restrain the breach and/or fettoreaches

b. Damages in lieu of an injunction

33. The doctor may also be subject to disciplinprgceedings under the Medical
Registration Act (Cap.174) if a complaint is madgaiast him for breach of
confidence. The doctor may be found guilty of pesional misconduct if he is
unable to show that the disclosure of confidentidbrmation was made with the

patient’s consent, or with just cause.

Some Issues to Consider

34. Consider these issues:-

I Genetic test results - Should they be treatexdther types of medical
information? Can such information be releaseddogkample, health and life
insurers to whom the genetic make-up of a clieof istmost importance? The
MOH has clarified that genetic test results shdoddreated like other types of
confidential information obtained from a doctoripat relationship and

should not be disclosed without the patient’s cahse



Conclusion

i. AIDS-infected persons or HIV carriers - Carfarmation about their
medical condition be disclosed to their employdisiz expressly provided
under the Infectious Diseases Act that such inféionacannot be disclosed
except in the prescribed situations, even if there high risk that other
persons may be infected with the virus, eg. Ifibeson infected is a surgeon
who may cut himself during surgery and infect hasignts or other healthcare
personnel. How then to protect their fellow wosker others persons who

may be exposed to the virus?

ii. What about other contagious diseases, eg. eflabosis? Can
information about persons diagnosed with theseade® be disclosed to
persons at risk? In this case, there is no spegfimvision that such
information cannot be disclosed. Can the publieredt then override the duty

to maintain confidentiality?

V. HIV testing on new-born babies of HIV-positiveothers - Can HIV
testing be made compulsory, since babies are nomnedy screened for a
variety of genetic disorders? This will greatly ijnéhe early detection and
treatment of HIV. However, some HIV-positive motheannot or do not want
to face up to the disease and refuse HIV testinghiir babies. Unfortunately,
the duty to maintain confidentiality and respecat fhatient’s right to choose

overrides the need to protect the new-born babies this fatal disease.



35.

The doctor has an ethical and legal obligatmmmaintain the confidence of his
patients. Only in exceptional circumstances (asulised) can the doctor disclose
confidential medical information about a patienbtbers. In some of these cases, the
doctor even has an obligation to disclose confidémtformation, but these arise only
when statute or the court imposes such a duty. réVetute or the court imposes
such a duty to disclose confidential informatidme practitioner is protected against
an action for breach of confidence. However, IroHlier cases, the practitioner must

be able to justify his decision to disclose confiitd information.



